MMWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUACKOWU ®EQEPALINA
OENAPTAMEHT FrOCYOAPCTBEHHOW MNOJIUTUKN B COEPE
OBLUEI O OBPA30OBAHUA
NMACbMO
ot 14 masa 2018 r. N 08-1184
O HAMNPABJIEHUN NHPOPMALIUA

[enapTtamMeHT rocygapCTBEHHOW MonuTMKM B cdepe obuiero obpasoBaHua MuHoOOpHayku
Poccun Hanpasnsetr pgns cBegeHus paspabotaHHble BpemeHHon komuccuen CoseTta
depgepaumm No pasBuUTUMIO MHGOPMAUMOHHOrO obliecTBa MeToOuYECKME peKkoMeHZauum o
pasmelleHNn Ha WHAPOPMALMOHHBIX CTeHAaX, OoduuManbHbIX MHTEpHeT-cauTax W Apyrux
WH(POPMAUMNOHHBIX  pecypcax  obweobpasoBaTenbHbIX  OpraHu3auum MW OpraHos,
OCYLLeCTBNALWMX YynpaBrneHue B cdepe obpasoBaHud, uWHpopmaumm o 6e3onacHoM

noBegeHun 1 Ncnonb3oBaHun cetn "MIHTepHeT".
IOupektop denapTameHTa
A.E.METPOB
MpunoxeHwne

METOOUWYECKUE PEKOMEHOALIUU
O PASBMELLEHUN HA UHOPOPMALIMOHHbIX CTEHOAX, OPULINATIbHbBIX
WHTEPHET-CAUTAX U APYI'NX MH®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPTAHU3ALMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABJIEHUE B C®EPE OBPA3OBAHUA, UHO®OPMALIUN O BE3OINACHOM
NOBEOEHUU U NUCMNOJIb3OBAHUU CETU "MHTEPHET"

okcneptamn 1 uneHamn BpemeHHon komuccum CoBeta Pegepauum no  pasBUTULD
MHOPMAUMOHHOrO obllecTBa B paMKax BbINOMIHEHMST pPEKOMEHOAUMn naprnamMeHTCKUX
cnywanun "AkTyanbHble BoOMpocbl obecrnedyeHuss 6e3onacHOCTM M pas3BUTUS OeTen B
MHdOpMaLUMOHHOM NpocTpaHcTBe", kKoTopble npowsnv B Coete ®enepauumn 17 anpena 2017 r.,
Oblnn paspaboTaHbl MeToAMYEeCKME pPEKOMEHOaUMM O pasMeLleHUn Ha MHGOPMaLMOHHBLIX
cTeHAaax, oduuMarnbHbIX WHTEpPHeT-cauTax W ApyrMx WHQOPMALMOHHBLIX  pecypcax
obuieobpasoBaTeribHbIX OpraHu3auuMi KU OpraHoB, OCYLLECTBASKOLWMX ynpaBneHune B cdepe
obpasoBaHua, MHpopmaumm o GesonacHoM NOBeAEHUN U UCMONb3oBaHMKM ceTu "MIHTepHeT"
(banee - meTogmMyeckme pekoMmeHgaumn).
MeToguyeckne pekoMeHAauuu HanpaeBneHbl Ha KavyeCTBEHHOEe [MOBbIWEHWE  YPOBHSA
NHOPMaALUVOHHON  AeATenbHOCTM  obuieobpasoBaTenbHbIX  OpraHu3auMin U OpraHos,
OCYLLIECTBNALWMX ynpasneHne B cpepe obpasoBaHusd, B YacTu MHPOPMUPOBAHUS YYaLLNXCS,
UX poauTenen (3akoHHbIX NpeacTaBuUTenen) M nefarormdyeckmx paboTHUKOB 06 OCHOBHbIX
acnekTax MHopmaLMOHHON 6e3onacHOCTH.
MeToguyeckne pekomeHgaumm no3soniaT oblieobpasoBaTenbHbIM OpraHu3aumsiM U opraHam,
OCYLLIECTBNALWMM ynpaBneHne B ccoepe obpas3oBaHust, akTyanm3mpoBaTh YXXe UCMNOoNb3yemble
N pasmMelleHHble MHGOPMaLMOHHbIE MaTepuanbl, Tak M MNOArOTOBUTb WX B Criyvyae ux
OTCYTCTBMS C Y4ETOM NyYLUNX MPaKTUK U peKOMeHOaLUmnn.
B pamkax meTogndecknx pekomeHgauumn paccMmaTpuBaroTcst Crneayrowme MHCTPYMEHTDI:
1. "HOPMAaLMNOHHbIE CTEHAbI;
2. ohuumarnbHble NHTEPHET-PECYpPChI;
3. cpeacTBa MaccoBOW MHAOpMaLMK (LLKOSTbHbIE ra3eThbl, negarormyeckme n3gaHusa n gpyrue).
MHdopmaLnOHHbIe CcTeHAbI

Ha uHdopmauunoHHbIX cTeHaax B obueobpa3oBaTenbHbIX OpraHM3auusix, pacrosioXXeHHbIX B
dore yupexaeHnn n B kKabruHeTax, OCHaLLLEHHbIX NePCOHarnbHbIMK YCTPOMCTBaAMU A5 BbIXO4a B
ceTb "WHTepHeT", pekoMeHOyeTCs pasMecTUTb WHOPMaUUOHHbIE NaMATKU, codepXaluue
OCHOBHbIE€ COBETbI N0 0becnevyeHnto NHPOPMaLMOHHON BE30MaCHOCTU yYaLLMXCA.
B npunoxennn N 1 Kk meToanyecknm pekomeHgauusm npeacTtaBneH obpaseu namatki ons
pasMeLLeHNa Ha UHAPOPMALMOHHbIX CTEHOAX.

CpeacTtBa maccoBon MHopMaLum
B cpeactBax maccoBon MHOpMaLmn, OPUEHTUPOBAHHBIX HAa 0BYyYaloLMXCs, PpEKOMEHOYETCS B
TeyeHne yyebHOro roga perynapHo nybnukoBaTb  WH(OPMALMOHHbIE  Marepuansl,
NOCBSILLEHHbIE OTAESbHbIM acrnekTaMm WHGOPMaLMOHHOM 6e30MacHOCTU, a Takke pasfiyHble
namaTkm obLyero xapakrepa.



B cpeoctBax  maccoBoM  MHQpOPMAaLMK,  OPUEHTUMPOBAHHBLIX  Ha  Mefarornveckyro
OOLLEeCTBEHHOCTb, PEKOMEHOYETCS B TeYeHMe KaneHaapHOro roga perynspHo nybnukoBatb
WH(POPMaUNOHHbIE MaTepuanbl, MOCBALLEHHbIE OTAeNbHbIM acnektam WH(OpMaUNOHHOM
6e30nacHOCTM Kak HECOBEPLLEHHONETHUX, Tak N 00Lweobpa3oBaTerbHbIX OpraHn3aunn, a Takke
pasnuyHble namMsaTkn, o0630pbl HOPMATUBHO-MPABOBOIO PErynMpoBaHnsa OaHHOW cdepbl U
NMHOpMaUUIO O akTyasnbHbIX MEPOMNPUATUAX U COBBITUSX B JaHHOW cdepe.
B xope npoBegeHuss EanHoro ypoka no 6e3onacHoctn B ceTu "VIHTepHeT" pekomeHayeTcs
obecneunTb BbINyCK TEMATMYECKOrO BbiNyCka CpeAcTBa MaccoBOW MHGopmaumm nmbo cepun
nybrnvkauunmn, cpeam KOTopbIX pacCMOTPETb OPraHU30BaHHbIE MEPONPUATUS ANA 00yyaroLwmxcs,
nx poguTenen (3akoHHbIX NpeacTaBuTeNen) n negarorm4eckon obLLEeCcTBEHHOCTH.
OdmumanbHblie UHTEepHeET-pecypcebl
O6wweobpasoBaTenbHbiM OpraHM3aLmsaM PeKoMeHAyeTCs Ha CBOMX oduumanbHbix VHTepHeT-
pecypcax obecneynTb (YHKLMOHMPOBAHNE CaMOCTOATENBbHOMO W  creuvanM3vMpoBaHHOro
pasgena "NHdopmaumoHHaa 6e30nacHOCTb", B paMkax KOTOPOro npegycmMoTpeTb pasmeLleHne
cnegywouien nHpopmaumm:

1.,00yvaromxca

dopmaTt
npegcraBneHus
N|Pasgen/nogpasgen Martepuanos CopepxaHue matepuanos
PasmeLlyatoTca Konum AOKYMEHTOB, T.€.
CKaHMPOBAHHbIN BapuaHT AOKYMEHTA,
COOTBETCTBYHOLWUN TpeboBaHMSAM K napameTpam
JlokanbHble HOpMaTUBHbIE CKaHMpoBaHus. PasmeluaroTca JOKYMEHTbI,
aKkTbl B cpepe pernameHTupyloLme opraHnsaunio n paboTy c
obecneyeHns nepcoHanbHbIMU AAaHHBIMUW, MAaHbI
MHopMaLMOHHON Konuu MeponpuaTun No obecneveHunto
GesonacHoCTH NOKYMEHTOB B [MHGOpPMauMOHHOM 6e30nacHOCTH

dopmate *PDF

oby4aroLmxca n gpyrue.

HopmaTusHOoe
2 JperynupoBaHue

Konuu
NOKYMEHTOB B
dopmate *PDF

My6nukyoTcs akTyanbHble CBEAEHUS O
benepanbHbIX U PpErmoHarnbHbIX 3aKOHax,
NMCbMax OpraHoB BMacTu v gpyrue
HOpMaTUBHO-NPaBOBbIE JOKYMEHTbI,
pernameHTupytowme obecneyeHune
MHdOpPMaLNOHHOW BGe3onacHoCTn
HeCoBepLUEHHONETHMX. [lonyckaeTcs BMECTO
KOMWI pasmMeLLaTb rMnepcCbinkn Ha
COOTBETCTBYHOLLME AOKYMEHTBI HA canTax
OpraHoB rocyfapCTBEHHOW BNacTMu.

lNeparornyeckmm
3.jpaboTHMKam

TeKkcT Ha
CTpaHuue canTa
Konuu
NOKYMEHTOB B
dopmate *PDF

PasmeLllaloTca meToamnyeckue pekomeHgaumm n
yKa3blBaeTCA MHopMaLnsa 0 MepONpUATUAX,
NpoeKTax u nporpaMmmax, HanpasfeHHbIX Ha
NnoBbILLEeHe NH(POPMALIMOHHOWN rPaMOTHOCTU
negarornyeckmx paboTHMKOB.

4 |O6yyarowmnmes

TekcT Ha
CTpaHuue canTa

PasmellaeTca nHpopmaunoHHasa namaTka
(npunoxenne N 2) 1 ykasbiBaeTca MHopMaums
0 MeponpuATUAX, NPOEKTax 1 NporpaMmmax,
HanpaBIieHHbIX Ha NOBbILLEHNE
NHPOPMALMOHHOWN rPaMOTHOCTI 0By4YatoLLmMXCS.

Pooutenam (3akoHHbIM
npeacraBuTeNsam)
5./06yyatoumxcs

TekcT Ha
CTpaHuue cauTa

PasmellaeTca nHpopmaunoHHasa namaTka
(npunoxenne N 3).

[leTckne 6e3onacHble
6.canTbl

TekcT Ha
CTpaHuue cauTa

Pa3melyaeTcsa nHdopmauns o peKoMeHayeMbIxX
K MCMONb30BaHMIO B y4eOHOM npouecce
GesonacHbIx canTax, 6aHHepbl 6e3onacHbIX
\IEeTCKNX CanTOB.

OpraHam, ocyulecTBnsawWMM yrpaBneHne B cdepe obpasoBaHMs, peKOMEHOYETCH Ha CBOMX
oduuymanbHbix WNHTepHeT-pecypcax obecneunTtb (PYHKUMOHUPOBaAHWE CaMOCTOATENBbHOMO W
crneumanmsMpoBaHHoro pasgena "WHdopmaunoHHaa 6e30nacHOCTb”, B paMKkax KOTOPOro
npeaycMoTpeTb pasMeLLeHne creyoLen nHgpopmaumn:



Mpunoxexne N 1
NAMATKA

ansa osYYAKOLWMXCA O UHOOPMALIMOHHOWU BE3ONACHOCTU OETEN
HEJ1Ib3A
1. Bcem nogpsg coobuwaTtb CBOK 4YacTHyH uMHGoOpmaumio (HacToswme ums, aMmunuio,
TenedoH, agpec, HOMep LWKOfbI, a Takke oTorpadpum CBOU, CBOEN CEMbU U ApPY3eEN);
2. OTKpbIBaTb BIOXXEHHbIE (hansbl ANEKTPOHHON NOYTbI, KOrAa He 3Haellb OTNpaBUTENS;
3. IpybuTb, NpnanpaTbCs, okasbiBaTb AaBMNEHME - BECTU cebsi HEBEXITMBO N arpeCCUBHO;
4. He pacnopsi»kancsa geHbraMm TBOEN cembn 6e3 paspelleHnst cTaplmx - Bcerga cnpalivsan
poauTenen;
5. He BcTpeyvanca ¢ IHTepHeT-3HaKOMbIMU B pearnibHOW >XU3HU - MOCOBETYMNCA CO B3POCHbIM,
KOTOpOMY [OBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaeay. Yntaews o cebe HenpaBay B VIHTepHeTe - coobum 06 aToM CBOUM
pPOOUTENAM UMK ONEKyHaM;

2. MNpurnawatoT nepenncebiBaTbCs, Urpatb, 0OMeHNBaTbLCS - NPOBEPb, HET NN NOLBOXA;

3. HesakoHHOe konupoBaHue ¢annos B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pocCribiM 0 Npobriemax B CeTU - OHW Bcerga noMoryT;

5. Vicnonb3yn HacTponkn 6e30nacHOCTM U NPUBATHOCTU, YTOObI HE NOTEPATb CBOM aKKayHTbl B
CoLCeTsX 1 Apyrnx nopranax.

MOXHO
1. YBaxan gpyrnx nonb3oBaTenen;
2. MNMonbayelwbca MHTEPHET-UCTOYHUKOM - ernan CChIfIKy Ha Hero;
3. OTKpbIBal TOMbKO T€ CCbIIKK, B KOTOPbIX YBEPEH;
4. O6waTbCs 3a NOMOLLbIO B3POCIbIM - POAUTENN, ONEKYHbl U aAMUHUCTPaLMsS CanToB Bcerga
NOMOryT;
5. Nponan obyyeHme Ha canTe "CeTeBMYoK" 1 NONy4Yn nacnopT UMGpPOBOro rpaxgaHuHal
MpunoxeHne N 2
MHO®OPMALIMOHHAA NAMATKA

Ond obYHYAKOLWUXCA OnA PASMELLEHUA

HA O®OULIMATIbHBIX MHTEPHET-PECYPCAX
C kaxablM rogoM MOSOAEXN B MHTEPHETE CTaHOBUTLCSA GonbLUe, a LWKOMbHUKA O4HM U3 CaMbIX
aKTMBHbIX nonb3oBaTenen PyHeta. Mexgy TeMm, MOMMMO OFpOMHOIO  KonuyectsBa
BO3MOXHOCTEWN, MHTEPHET HeceT 1 Npobnembl. ATa namsaTka JomkHa NoMoyb Tebe 6e3onacHo
HaxoAUTbCA B CETMW.
KomMnbloTepHble BUPYChI
KoMnblOTEPHBI BUPYC - 3TO Pa3HOBUMAHOCTb KOMMbIOTEPHbLIX MpPOrpamMm, OTUYUTENBHOM
OCOBEHHOCTbIO KOTOPOWN SABNAETCA CMOCOOHOCTb K pasMHOXeHuo. B gononHeHue K aTomy,
BUPYCbl MOTYT MNOBPEeAUTb WM MOSIHOCTBIO  YHUYTOXUTb BCe anbl U AaHHble,
NMOAKOHTPOSIbHbIE MONb30OBaTENO, OT WMEHW KOToporo Obina 3anyweHa 3apakeHHas
nporpaMmma, a Takke MOBPeAUTb WN AaXe YHUYTOXUTb ONepaumoOHHYH CUCTEMY CO BCEMM
dannamu B Lenom. B 6onblIMHCTBE CnydYaeB pacnpoOCTPaHSOTCHA BUPYChl Yepe3 UHTEPHET.
MeToabl 3aLMTbl OT BPE4OHOCHbIX MPOrpamMm:
1. Micnonb3yn coBpeMeHHble onepaLMOoHHbIE CUCTEMbI, UMEOLLME Cepbe3HbI YPOBEHb 3aLLMUThI
OT BPEAOHOCHbIX NMporpamm;
2. TloCcTosiHHO YycTaHaBnMBanW na4vtM (UMpoBble 3annaTky, KOTOpble aBTOMAaTUYECKU
yCTaHaBnMBawTCA C Uenblo [opaboTkum nporpammbl) U gpyrme OOHOBMNEHUS  CBOEN
onepaunoHHon cuctembl. CkaumBam MX TONbKO C oduumanbHOro camta paspabotumka OC.
Ecnu cywiecTByeT pexxmum aBToMaTM4eckoro 06HOBNEHUS, BKINHOYN €ro;
3. Pabotan Ha cBoem KOMMNblOTEPE MOA NpaBamun Nonb30BaTeNs, a He agMUMHUCTpaTopa. OTO He
No3BOSIUT BOMBLUNMHCTBY BPEAOHOCHbLIX NPOrpaMmM UHCTanNIMpoBaTbCs HA TBOEM MEPCOHANbHOM
KOMIMbIOTEPE;
4. Wcnonb3ynW aHTUBUPYCHble MpPOrpaMMHble MNPOAYKTbl W3BECTHbIX Mpou3BoauTeneun, ¢
aBTOMaTU4eCcKkMm obHoBNeHneM 6as;
5. OrpaHunyb msnyeckmin JOCTYN K KOMNbIOTEPY ANt NOCTOPOHHUX NnL,;



6. Mcnonb3yn BHeEWHME HOCUTENM MHOpMauuu, Takme Kak donewka, OUCK unn cann us
WHTEepHeTa, TOMbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKkpbiBa KOMNbOTEPHbIE (pannbl, NONyyYeHHbIE U3 HEHAOEXHbIX UCTOYHMKOB. [axe Te
davinbl, KOTOpble NpUcran TBOW 3HAKOMbIN. Jlyylle yTOYHW y Hero, oTnpaBnsan nm oH Tebe nx.
Cetn WI-FI

Wi-Fi - aTO He BuO nepegaym OaHHbIX, HE TEXHONOrMs, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HmaepnaHackas komnaHus 3apermctpuposana 6peng "WECA", 4yto obosHauvano
cnoBocoyeTaHue "Wireless Fidelity", koTopbin nepeBoamTca kak "6ecnpoBogHast TOYHOCTL".

[o Hawero BpemeHu gowrna gpyraa abbpesmartypa, KoTopas sBsieTCA Takon XKe TEXHONOrnen.
OT10 abbpesunatypa "Wi-Fi". Takoe HasBaHue ObINO JaHO C HAMEKOM Ha CTaHOAPT BbICLUEWN
3BykoBoW TexHuku Hi-Fi, 4To B nepeBoae o3HayaeT "BblCOKast TOMHOCTL".

Ha, GecnnaTHbIn WHTEPHET-4OCTYN B Kade, OTensAx M alponoptax SABMASETCA OTNYHON
BO3MOXXHOCTbIO BbIXOA4a B MHTEpPHET. HO MHOrMe akcnepTbl cumTatoT, YTo obwenoctynHble Wi-Fi
ceTu He aBnATca 6e3onacHbIMu.

CoBeTbl No 6esonacHocTn paboTbl B 06wenocTynHbix ceTax Wi-fi:

1. He nepepaBan cBol nnYHyt0 MHopmaumto Yyepes obuwenoctynHble Wi-Fi cetn. PaboTtas B
HUX, XenaTenbHO He BBOAUTb NApONnun AOCTynNa, NOMMHbI U Kakne-To HoMepa;

2. Wcnonb3yn n OBHOBNAN aHTMBUPYCHble nporpammbl U GpaHamayep. Tem cambiM Thbl
obe3onacuilb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. MNpn ucnonbzoBanmm Wi-Fi oTknoun dyHkumo "OBwmn goctyn K havnam m npuHTepam”.
[aHHaa yHKUMA 3akpbiTa MO YMOSYAHUIO, OQHAKO HEKOTOpPbIE MONb30BaTENN aKTUBUPYIOT ee
Ansa ygobcrea Mcnonb3oBaHna B paboTe unm yyebe;

4. He ncnonbayn nyonuyHbin WI-FI ana nepegayv nuyHbIX gaHHbIX, HANpUMep ANd Bbixoga B
counarbHble CETU UIN B 3NEKTPOHHYIO MOYTY;

5. Vcnonb3yn Tonbko 3awmeHHoe coeanHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope
Beb6-agpeca BBoan umeHHo "https://";

6. B mobunbHoM TenedoHe oTknoum yHkumio "MNoaknoveHne k Wi-Fi aBTomaTtndeckun". He
Aonyckan aBToMaTM4eckoro nogknioveHus ycrponctsea k cetam Wi-Fi 6e3 TBoero cornacus.
CoumanbHble ceTu

CoumanbHble CeTV aKTUBHO BXOAST B Hally XWU3Hb, MHOrMe niogum paboTarT U XUBYT Tam
NocTosiHHO, a B Facebook yxe 3apeructpuvpoBaH mMunnuapzg 4ernoBek, YTO SBMAETCH OLHOW
cegbMoOWN Bcex XuTenen nnaHetbl. MHOrMe nonb3oBaTeny He MOHMMAT, YTO MHgOpMauu4,
pasMeLLeHHas UMM B coLmarbHbIX CETAX, MOXET OblTb HAaMAEHa U UCMNOSb30BaHa KeM YrogHo, B
TOM ymncne He obsa3aTenbHO ¢ GnaruMm HamepeHNaMu.

OcHoBHble coBeThbl N0 6e30MacHOCTU B COLMarnbHbIX CETSX:

1. OrpaHnyb cnucok gpysen. Y 1ebs B ApYy3bsX He OOMKHO ObiTb CryYamHbIX U HE3HAKOMbIX
noaen;

2. 3awmuian cBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXAOEHUA M OPYrYI0 NUYHYKD WHAOPMaUuKo. 3M0yMbILLMEHHUKA MOTYT MCMNOSb30BaTb Laxe
MHOPMaUUIO O TOM, Kak Tbl U TBOW poguTeENn NnaHupyeTe NpoBECTU KaHUKYIbI;

3. 3awumwan cBol penyTauuio - AEpXM ee B YNCTOTE U 3agaBan cebe Bonpoc: xoten 6bl Thl,
4yTobbl Opyrve nonb3oBaTenu BuAenu, YTO Tbl 3arpyxaewb? [Mogyman, npexge 4Yem 4To-TO
onybnukoBaTb, HaNMcaTb U 3arpy3nTb;

4. Ecnu Tbl roBOopULlb C NMOAbMU, KOTOPbIX HE 3Haellb, HE UCMOJSIb3yM CBOE pearlbHOe UMS U
APYryo NIMYHY0 MHOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO Yy4elbl 1 Npoyee;

5. N3beran pasmewieHus dotorpacdpuin B NHTEpHeTe, roe Tbl M300paeH Ha MECTHOCTU, MO
KOTOPOW MOXHO OnpeaennuTb TBOE MECTOMNOSIOXEHNE;

6. lNpn pernctpaumMm B coumanbHOM CETM HeobGXoAMMO WCMONb30BaThb CrOXHbLIE Maponu,
cocToswume 13 BykB 1 UUAP M C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Anga coumanbHOn CeTn, NOYTbl U APYrnMX CanToB HEOHXOOMMO UCNOMb30BaTb Pa3Hble Naposu.
Torga ecnu Tebsi B3NIOMatoT, TO 3MI0YMbILUNIEHHMKX NOyYaT AOCTYN TOMbKO K O4HOMY MeECTY, a
He BO Bce cpaay.

OnNEeKTPOHHbIE AEHbIN

ONEeKTPOHHbIE AeHbMM - 3TO OYeHb YOoOHbIM crnoco® nnaTtexen, OOHAKO CyLEeCTBYIOT
MOLLEHHWKMN, KOTOPbIE XOTAT NONYYUTb 3TN OEHBLIN.

ONeKTPOHHbIE [eHblMM MOSABUMNCL COBCEM HEOABHO W MMEHHO Wu3-3a 3TOr0 BO MHOIUX
rocygapcreax 4O CUX MOP He NPOMNMCaHO MPO HUX B 3aKOHaXx.



B Poccun e oHM pyHKUMOHMPYIOT N O HUX YXKe MPOMNUCaHo B 3aKOHe, rae ux pasgenstT Ha
HECKOSbKO BMOOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspellaeTca npoBoauTb onepauun 6e3 wnaeHTUUkaumm nonb3oBaTtens, a B
HEeaHOHMMHbIX naeHTUMMKaLums nonb3oBaTtens anaeTca ob6a3aTtensHoON.

Takke cnegyet pasnuyatb OfeKTPOHHble uaTHble [AeHbrM (paBHbl rOCY4AapPCTBEHHbIM
BanTaMm) N 3NeKTPOHHble HeunaTHble AeHbrN (He paBHbI rOCyapCTBEHHbBIM BastoTam).
OcHoBHble coBeThbl No 6e3onacHon paboTe C ANEKTPOHHLIMU AEeHbraMMU:

1. MNpuBskn K cyeTy MOOUNbHbIN TenedoH. ITo cambli yaobHbIN M BbICTPLIN  CNOCO6
BOCCTAHOBWUTb AOCTyn K cyeTty. [lpmBs3aHHbIM TenedoH nomMoxeT, ecnu 3abygellb CBOW
nnaTeXxHbl Naposfib Unu 3angellb Ha cCanuT C HE3HAaKOMOro YCTPOWUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. [locne nepexoda Ha yCUNEHHY aBTopm3auuio Tebe yxe
He BygeT yrpoXaTb ONacHOCTb KpaXkn Unn nepexesarta NnaTexHoro napons;

3. Bbibepn cnoxHbin naponb. [NpectynHukam OyaoeT He NpoCTo yradaTb CHOXHbIA Naposb.
HagexHble naponu - 3To0 Naponu, KoTopble cogepXat He MeHee 8 3HaKOB W BKIHOYatloT B cebs
CTPOYHbIE M MPOMUCHbIE OYKBbI, LUMMPLI U HECKONbKO CUMBOJIOB, TakMe Kak 3Hak gonnapa,
¢yHTa, BocknuuaTenbHbl 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NIMYHbIE JAaHHbIE HA CalUTax, KOTOPbIM HEe JOBepSAeLlb.

OreKTpoHHasa noyTa

ONeKTpOHHas noyTta - 3TO TEXHOMNOrMs W MpefdocTaBnsgeMble el YCryrm no Mepechbinike u
MONYyYEHNIO SMEKTPOHHbIX COOOLLEHUI, KOTOpblEe pacnpedenstoTcsa B KOMMbIOTEPHOW CETW.
O6bI4HO 3NEKTPOHHbIN NoOYTOBbIV ALLNK BbIMAAUT cnegyroLwmnm obpasom:
UMS_nonb3oBatena@uMs_aoMeHa. Takke Kpome nepegaduM nNpocToro TekcTa, WuMmeeTcs
BO3MOXXHOCTb NepeaasaTtb dpansbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe € ANEKTPOHHOM MOYTOMN:

1. Hago BbiGpaTb npaBuibHbIN MOYTOBLIA CepBUC. B MHTEpHETe €eCTb OrpoOMHbIN BbIOGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO fyylle AOBEPATb TEM, KOro 3Haellb M KTO NnepBbii B
pPEeNTUHre;

2. He ykasbiBan B JMYHOW MNOYTE NU4YHYO WHopmauuio. Hanpumep, nydwe BbiGpaThb
"My3blkanbHbI_aHaT@" unm "pok2013" BmecTo "tema13";

3. Ncnonb3yn AByxaTarnHyw aBTopu3aumio. OTO Korga noMuMMO Napons HYXHO BBOAWUTb Kof,
npucbinaembin no SMS;

4. Bbibepun crnoxHbin naponb. [Ons kaxgoro noyvTOBOro siliMka AOMKEH ObiTb CBOM HaOEXHbIN,
YCTONYMBBIN K B3rIOMY NapoJib;

5. EcnM ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHBIA BOMPOC, WUCMONb3yn 3Ty
BO3MOXHOCTb;

6. Vlcnonb3yn HECKONbKO MOYTOBLIX AWMKOB. [1epBbin ONA YaCTHOW Nepernuckn ¢ agpecatamu,
KOTOPbIM Thbl JOBepsieLlb. JTO ANEKTPOHHbIN afpec He Haao NCNOoNb30BaTb NPU perucTpaumm Ha
dopymax n camtax;

7. He oTkpbiBan hannbel n gpyrve BNOXEHUS B NMUCbMax, Aaxe €clfiv OHU MPULLNKU OT TBOUX
Apy3en. Jlydwe yTouHn y HUX, OTNpaBnanu nu oHn tebe atun hannsi;

8. MNocne okoH4YaHMsa paboTbl HA MNOYTOBOM CepBUCE Nepen 3akpbiTUEM BKMaAKM C CAnTOM He
3abyap HaxaTtb Ha "Bbimtn".

KnbepbynnuHr unu BupTyanbHoe n3gesaTesnibCTBO

KnbepbynnuHr - npecnegoBaHve cooOLleHMAMU, coaepXalimMmm ockopbneHusi, arpeccuio,
3anyrmBaHue; XyruraHcTBo; couunanbHoe BOMKOTUPOBAHME C MOMOLLBI PasnUYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHble coBeThbl No bopbbe ¢ KMBepOynnHrom:

1. He 6pocarica B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCrin HeT TOoro, K
KOMYy MOXHO o06paTtuTbCs, TO BHayane YCnokouTbcsa. Ecnn Tbl HayHewb oTBeYaTb
ockopbneHMsaMn Ha ockopOneHnst, TO TONbKO eLe BonbLue pasoxKellb KOHQINKT;

2. YnpaBnsu cBoen kubeppenytaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLlecTBYOT CNOCO6bI BbIICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He ctouT Bectu XynuraHckui obpas BUpTyanbHOW XM3HU. IHTepHeT dmkcupyeT BCe TBOM
AENCTBUS U coXpaHaeT nx. Yaanutb nx dyaet kpanHe 3aTpyaHUTENbHO;

5. Cobniogan cBOO BUPTYaribHYH YeCTb CMOSOAY;

6. WrHopupyn enuHunyHbIM HeratuB. OgHOpasoBble OCKOPOUTENbHbIE COOBLLEHUS nydlle
urHopmpoBaTb. O6bIYHO arpeccua NpekpallaeTca Ha HayanbHOW CTaauu;



7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHNAMUN, B COLMANbHbIX CETAX
€CTb BO3MOXXHOCTb BGSIOKMPOBKN OTMNPaBKN COOBLLEHUI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBngetenb kmbepbynnuHra. TBon SeNCTBUA: BbICTYNUTb NPOTMB NpecregoBartens,
nokasaTb eMy, 4YTO ero OeuCTBMUS OLEHMBAKTCA HeraTMBHO, MoagepXaTb XepTBY, KOTOpPOW
HYy)XHa ncmxonornyeckas nomoLlb, coobLWNTb B3pOCNbIM O dakTe arpecCUBHOIO NOBeAEHNS B
cetu.

MobunbHbIN TenegoH

CoBpeMeHHble CMapTOHbI M NnaHweTbl cogepxaT B cebe BnosHe B3pOCIbIn PyHKUMOHAnN, v
Tenepb OHW MOFYT KOHKypMpOBaTb CO CTauMOHapHbIMU KomnbioTepamu. OgHako, cpeacTts
3aWwnTbl ANs nogobHbIX YCTPOMCTB NOKa OYeHb Mano. TeCcTUpOBaHWE U MOMUCK YA3BMMOCTEN B
HUX MPOUCXOOUT He TaK MHTEHCMBHO, kak ansa [1K, To e camoe KacaeTcd U MOOMUIbHbIX
NPUITOXEHNN.

CoBpeMeHHble MOOUnbHbIE Bpay3epbl yXKe NPakTUYeCcKn AOrHanM HaCTosbHbIE aHanorn, 0gHako
pacwmpeHne QyHKUMoHana Bnevyetr 3a cobon BGonblyld CAOXKHOCTb UM MEHbLUYHO
3aLUMLLEHHOCTD.

[aneko He BCe nNpoM3BOAMTENM BbINyCcKalOT OOHOBMEHMS, 3aKpblBaloLWME KPUTUYECKME
YSAA3BMMOCTU 4151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl ansa 6e3onacHOCT MOBMBHOro TenedoHa:

Hunuyero He saBnsieTcs no-Hactosiwemy OGecnnaTHbiM. byab ocTtopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTtHbIn KOHTEHT, B HEM MOTYT OblTb CKPbITbl KAKMe-TO NiaTHbIe YCNyru;
Adyman, npexge vyem otnpaButb SMS, oTo unm Bugeo. Tobl TOYHO 3HaelWb, rge oHu byayT B
KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaLMoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl AN MOBUIbHbIX TENE(OHOB;

He 3arpyxan npunoxeHuss OT HEU3BECTHOINO WCTOYHWKA, Bedb OHW MOryT cogepXaTb
BPEeAOHOCHOE NporpaMmHoe obecrneveHue;

[Mocne TOro Kak Tbl BblMgelb C canTa, rge BBOAWUI NIMYHY0 MHGOPMaUUIO, 3anan B HACTPOUKK
Gpaysepa n yganu cookies;

Mepmnogmyeckn npoBepsiv, Kakme nnaTHble YyCrnyrM akTMBMPOBaHbl HA TBOEM HOMEPE;

[aBsani cBon HOMep MOOGWUNBbHOrO TenedoHa TOMbKO MOASAM, KOTOPbIX Thbl 3HAElWb M KOMY
AoBepsieLlb;

Bluetooth gomkeH ObITb BbIKNOYEH, KOrga Thl UM He nonb3yewbcsd. He 3abbiBan mHorga
NpoBepPATL 3TO.

Online urpel

CoBpeMEeHHbIE OHMaNH-UIPbI - ATO KPACOYHbIE, 3axXBaTbiBaOLLME pa3BfieyeHns, o0beanHsaoLmne
COTHM TbICAY YenoBeK No Bcemy Mupy. Irpokn nccnenyot gaHHbIn UM MUp, 0BLaroTes gpyr
APYroMm, BbIMNONHSAIT 3a4aHusl, cpaXkaroTCa C MOHCTPaMKU M NMony4valT onbIT. 3a YA0BONLCTBUE
OHW NNAaTAT: NOKyNaKT AMCK, ONnaynBaoT aboHEMEHT nnmn NpuobpeTatoT Kakme-To Onuumn.

Bce atn cpeacrtea vayT Ha noggepXaHue n pa3BuTUe Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEpPLLEHCTBYHTCHA CUCTEMbI aBTOPU3aLMN, BbIMYCKAOTCHA HOBblE NaTyu (LMdpoBbIe 3annaTku
ANs nporpamm), 3akpbiBaloTCs YSI3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax CToMT onacaTbCA He CTOSIbKO CBOMX COMEPHMKOB, CKOJSIbKO KpaXKu TBOEro
naponsi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopM3aunmn BoMbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MNacHOCTM TBOEro UFPOBOrO akKayHTa:

1. Ecnn gpyron nrpok Beget cebsi nnoxo unu cosgaet tebe HeNpUATHOCTU, 3abnokupymn ero B
CMUCKe UTPOKOB;

2. lNoxanynca agMuHUCTpaTopaMm Urpbl Ha MNOXoe MNoBedeHue 3TOro Urpoka, XxenateribHo
NPUITOXNTb Kakne-To JoKa3aTernbCTBa B BUAe CKPUHOB,

3. He ykasbiBan nM4Hy0 MHOopMaLmio B Npodansie urpbl;

4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBaun HeoumumanbHble naTyn u Moabl;

6. Nicnonb3yn cnoxHble U pasHble Naponu;

7. laxe BO BpeMs Urpbl HEe CTOUT OTKMYaTb aHTUBMpPYC. [oka Thbl Urpaellb, TBOM KOMMNbLIOTEP
MOryT 3apasuTb.

OULLIMHT NN Kpaka NUYHbBIX JaHHbIX

OGbIyHOM KpaXken AeHer n JOKYMEHTOB CErOAHS YK€ HUKOro He yAuBWULLIb, HO C pPa3BUTUEM
WHTEPHET-TEXHOMNOMIN  3M0YMbILUNIEHHUKA MNEPEMECTUNIUCb B  UWHTEPHET, U NpoAosnKakT
3aHMMmaTbcesa "nobumbiM" genom.



Tak nosiBMNacb HoBasd Yyrposa: WHTEPHET-MOLUEHHUYeCTBa WM (ULLIMHE, [NaBHas LUenb
KOTOPOro COCTOUT B MOJSTly4EHUU KOH(puMAeHuManbHbIX AaHHbIX MOfb3oBaTenen - fOrmHOB W
naponen. Ha aHrnunckom s3bike phishing untaetca kak duwuHr (ot fishing - pbibHas noens,
password - naporsib).

OcHoBHble coBeThbl N0 bopbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouMM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOSI aHkeTa bbina B3noMaHa, To
HeobxoaMMo 3abnoknpoBaTb €e U COOBLWUTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Wcnonb3yn 6esonacHble BebG-canTbl, B TOM 4UCNE, WHTEPHET-MarasuMHOB M MOUCKOBbIX
cucTem;

3. Vcnonb3yn CcrnoxHbole M pasHble naponu. Takmm obpasom, ecnv Tebs B3nomawT, TO
3M0YyMbILLUMIEHHUKN NonyYaT AOCTYN TONbKO K OAHOMY TBOEMY Npodusio B CETU, a HE KO BCEM,;

4. Ecnn T1ebsa B3nomanu, To HeobxooMMO npenynpenuTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobaeneHbl y Tebs B 4py3bsiX, 0 TOM, YTO TebSA B3nomanu 1, BO3MOXHO, OT TBOEro uMmeHn byaet
paccbinatbCs crnaM U CCbINIKN Ha (PULLMHIOBbIE CanThl;

5. YcraHoBu HagexHbIv naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKNO4YN coxpaHeHne napond B 6paysepe;

7. He oTkpbiBan awnrbl U Apyrve BrOXEHUs B NUCbMax, daxke ecrnv OHU NpULM OT TBOUX
apy3en. Jlydwe yTouHU Yy HUX, OTNpaBnisanu i oHn Tebe atn dannoi.

Lindpposasa penytaums

LincdppoBasa penytaumsa - 3TO HeraTtMBHasi UM nNO3UTMBHas uWHGopmauusi B ceTn o Tebe.
KomnpomeTupytowasa nHgopmMaums, pasmeLleHHas B MHTEPHETE, MOXET cepbe3HbiM 0b6pa3om
OTPasnTbCHA Ha TBOEW pearibHou Xu3HW. "Lindposasa penytaumna” - 9T0 TBON UMUK, KOTOPbIA
dhopmmpyeTca n3 nHgpopmaumm o Tebe B MHTEPHETE.

TBOE MecTo XuTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE MOMOXEHNe, OCOBEHHOCTN XapakTepa U
pacckasbl 0 65IM3KNX - BCe 3TO HakannMBaeTcs B CETU.

MHorve noAapOCTKM FNErkOMbICIIEHHO OTHOCATCA K nybnukaumm nu4Hou uHdopMaumm B
NHTepHeTe, He NOHMMas BO3MOXHbIX NocneacTBui. Thbl Jaxe He CMOXellb AoragaTbCs O TOM,
yTO (poTOrpachms, pasmelleHHas 5 neTt Haszag, cTana NpPUYMHOM OTKasa MpUHATbL Tebda Ha
paboTy.

KoMmMeHTapun, pasmelleHne TBoux ootorpadoum u gpyrme eNCTBUS MOTYT HE UCHE3HYTb Jaxe
nocrne TOro, Kak Tbl UX yadanuub. Tbl He 3HaeLlb, KTO COXpaHuUn 3Ty MHopMaumo, nonana nm
OHa B [MOMWCKOBblE CUCTEMbI M COXpaHWNacb N OHa, a rnaBHoe: 4TO nogymawT o Tebe
oKpyXatoLue noan, KoTopble HangyT v yBUAAT 3T0. Hantu uHdopmauuio MHOro neT cnycTs
cMOXeT nbon - kak n3 fobpbIX NOBYXAEHUN, TaKk U C HAMEPEHUEM MPUYUHUTL Bped. IOTO
MOXET ObITb KTO YrogHO.

OcCHOBHbIE COBETLI MO 3aLMTe LMPPOBON penyTaumnm:

1. MNogyman, npexpge 4em 4YTO-TO nybnukoBaTb U nepegaBaTb y cebs B Gnore unm B
coumarnbHOM CeTu;

2. B HacTpomkax npoduris yCTaHOBW OrpaHUYEeHWs Ha MPOCMOTP TBOEro npoduns u ero
coep>XMMoro, caernamn ero Tonbko "ansa apysen”;

3. He pasmelwian n He ykasbiBa MHOpMaUNIo, KOTOpasi MOXeT KOro-nmbo ockopbnaTtb nnm
obmxaTb.

ABTOpCKOE npaso

CoBpeMeHHbIe LLUKOMBbHUKN - aKTMBHblEe Mofnb3oBaTenu uMdpoBoro npocrtpaHcTea. OgHako
Aaneko He BCe 3HaloT, YTO NOSIb30BaHME MHOMMMU BO3MOXHOCTSIMU LMEPOBOro mupa Tpebyet
cobntogeHnsa npaB Ha UHTENNeKTyarnbHy CO6CTBEHHOCTb.

TepmuH  "vHTennekTyanbHass COOGCTBEHHOCTb" OTHOCUTCS K  Pa3fMyHbIM  TBOPEHUSAM
4YesloBEeYECKOro yma, HaumHasi ¢ HoOBbIX M306peTeHun n 3HakoB, 0603Ha4aoLNX COBCTBEHHOCTb
Ha nNpoAyKTbl W YCRyrn, W 3akaHunmBast KHuramu, doTorpadmsamm, KuHOUIIbMaMKU U
My3blKasbHbIMW NPOU3BEeAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHYy0 COGCTBEHHOCTb Ha NPOM3BEOEHUS HAYKW,
nuTepaTtypbl M MCKyccTBa. ABTOpPCKME MpaBa BbICTYNAT B KavyeCTBe rapaHTUM TOro, 4To
NMHTENNEeKTyanbHbIA/TBOPYECKUA TPy aBTopa He GyaeT HanpacHbIM, AacT eMy cnpaBensiMBble
BO3MOXHOCTUN 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, nonyy4nTb U3BECTHOCTb W NPU3HAHKE.
Hukto 6e3 paspelweHnss aBTopa He MOXEeT BOCMPOM3BOAMTbL €ro  npousBeaeHue,
pacnpocTpaHaTb, Ny6nnM4yHO AeMOHCTpMpOBaTh, NpoAaBaTb, MMNOPTUPOBaTb, MycKaTb B NPOKar,
ny6rIMYHO NCNONHATL, NOKa3bIBaTb/UCNONHATL B adhupe unm pa3mellaTb B VIHTepHeTe.



Mcnonb3oBaHue "nmMpartckoro” nporpaMmMHoOro obecneyeHmsi MOXeT NPUBECTU K MHOTUM PUCKaM:
OT NMOTEPU AaHHbIX K TBOMM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHOBMEHa
HeneranbHas nporpamma. He crtouT Takke 3abbiBaTb, 4YTO CYyLECTBYHOT neranbHble W
BGecnnaTHble NporpaMmmbl, KOTOPbIE MOXXHO HAWTK B CETHU.
O noptane
CeTeBMYOK.pch - TBOW rMaBHbIN COBETYUK B CETU. 30€Cb Thl MOXELUb Y3HaTb O 6e30nacHOCTM B
CEeTU TMOHATHBIM W [LOCTYMHbIM $3bIKOM, a MpPU BO3HUKHOBEHUUN KPUTUYECKOW CUTyauuu
obpaTuTbCa 3a COBETOM. A Takke NPUHATb y4acTue B KOHKypcax M CTaTb caMbiM LMEPOBLIM
rpaxgaHnHom!

MpunoxeHne N 3

NAMATKA AnNA POOUTENEN OB UH®OPMALMOHHOWN BEE3ONACHOCTU AETEU

OnpepeneHne TepmumHa "MHopMaumoHHas  6Ge3onacHocTb  geTen"  coOoepXkuTtcs B
®epepanbHoM 3akoHe N 436-®3 "O sawuTte geten oT MHMOpPMaLMK, NPUYNHAIOWEN Bpen UX
3[0POBbI0 U pPasBUTUIO", PeErynMpyrolMM OTHOLLUEHUS, CBSA3aHHble C 3aluTon aeTen oT
MHdOPMaUUK, NPUYMHAIOLWEN Bpea UX 300pOBbI0 U (Unn) pa3suTtuio. CornacHo 4aHHOMY 3aKOHY
"MHpopmaunoHHaa 6e3onacHOCTb AeTen” - 3TO COCTOSIHME 3alLMLEHHOCTM, NPU KOTOPOM
OTCYTCTBYET PUCK, CBSA3AHHbIN C MPUYMHEHWEM WHGOPMaUMen Bpeda MX 340pOBbH M (MNK)
PU3nNYeCKoMy, NCUXMYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmauunen, NpUYNHAIOLWLEN Bpen 340pOBbl U
(vnn) passutuio geten, ABNAeTCS:
1. HopMauus, 3anpeLleHHas ans pacnpocTpaHeHns cpeau oeTeun;
2. MH(opmaumsa, pacnpocTpaHeHne KOTOPOW OrpaHuYeHo cpeau geTten onpeneneHHbIX
BO3pPaCTHbIX KaTEropuMn.
3. K nHpopmaumum, sanpeLyeHHoON Ans pacnpocTpaHeHns cpeay aeten, OTHOCUTCS:
4. nucopmaums, nobyxgarLlasa AeTen K COBEPLLUEHNIO OENCTBUIA, NPEACTaBASOWMX Yrpo3y UX
XWU3HW 1 (UNK) 300POBbIO, B T.4. NPUYNHEHMUIO Bpeaa CBOEMY 300POBbH, CAMOYOUICTBY;
5. cnocobHoCTb BbI3BaTb Yy AETEN XenaHue YynoTpebuTb HapKoTUYecKne CpeacTsa,
NMCUXOTPONHbIE U (MNK) ofgypMaHMBalOLMe BellecTBa, TabauyHble U3OEeNus, ankorofibHyl |
CNMPTOCOAEPKALLYI NPOAYKLUMIO, MMBO N HAMUTKW, N3roTaBNMBaEMbIE Ha €ro OCHOBE; MPUHSATb
yyacTMe B asapTHbIX Urpax, 3aHUMaTbCa NpPOCTUTyuUuen, Opoas’KHUYECTBOM  UNn
nonpoLanHN4YeCcTBOM;
6. o6ocHOBbIBaOLWAA MW onpaBabiBaloLLas JONYCTUMOCTb HAaCUnNna u (Mnn) >xectokocTn nmbo
nobyxgatwasi OCYLLECTBMATb HACUIbCTBEHHbIE AENCTBMS MO OTHOLWIEHUIO K 5ogaM W
XNBOTHbIM;
7. oTpuuawoLwasa ceMenHble LEHHOCTM U opMUpyroLLas HeyBaXeHne K poauTensm un (unu)
APYrMM YneHam cembi;
8. onpaeabiBatoLLasi NPOTMBONPaBHOE NOBEAEHNE;
9. cogepxallas HeLeH3ypHYLo BpaHb;
10. cogepxallasa nHdopmMaumio nopHorpaunyeckoro xapakrepa.
K wnHdopmauumn, pacnpocTpaHeHMe KOTOPOM OrpaHUYeHo cpeau neTen onpeaerieHHOro
BO3pacTa, OTHOCUTCH:
1. wuHcopmauma, npeacTaBnsemMas B Buae M300paxeHUss UM OMNUCaHUST KECTOKOCTM,
P13nMYEeCcKoro n (MnNun) NCUXMYECKOro Hacunus, NPECTYNNeHns UM UHOro aHTUOOLLECTBEHHOMO
JENCTBUS;
2. BbI3blBalOLWas y OeTen CcTpax, YyXac unvM naHuky, B T.4. NpeacTtaBnsemMas B Buae
n3obpaxeHnsa UM ONMCaHUA B YHWXKAIKOWEN 4YenoBevyeckoe [JOCTOMHCTBO — hopMme
HeHacUNbCTBEHHOW CMepTU, 3aboneBaHns, camoybuncTea, HECHaCTHOroO Cryvas, aBapum unm
KaTacTpodbl 1 (UNKN) UX NOCNEACTBUM;
3. npefctaeBngemMass B BuAE WU300paKeHUs MAM ONUCaHUA MNOJSIOBbIX OTHOLUEHUA MeXay
MY>XYUHOWN U XXEHLLNHOW;
4. cogepxallasa bpaHHble CNoBa U BbIpaXXeHUs!, HE OTHOCALLMECSH K HELIEH3YPHOM BpaHu.
C yyetom atoro Bam npepgnaratotca npaBuna paboTbl B cetn VHTepHeT Ans pasnuyHbIX
BO3pacCTHbIX KaTeropun, cobnogeHne KoTopbiX MO3BONUT obecnevntb WUHGOPMALNOHHYIO
6e3onacHOCTb BalLnX AETEN.
O6wume npaBuna ansa poanTtenen
1. HesaBncumo oT Bo3pacTa pebeHka Mcnonb3ynte nporpammMmHoe obecneyeHne, nomoratouiee
GunbTpoBaTb U KOHTPONMPOBATL MHOPMAaLMIO, HO HE noslaranTecb NOMHOCTLIO Ha Hero. Bawe
BHMMaHWe K pebeHKy - raBHbI MeTOo 3alUnThI.



2. Ecnn Baw pebeHOK umeeT akkayHT Ha OgHOM K3 coumanbHbix cepsucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTENbLHO U3y4nTe, KaKyo MHPOPMaLMIO NOMELLAIOT ero
YYaCTHUKKN B CBOMX Npochuniax n 6riorax, Bknovasa potorpadoum 1 BuaeO.

3. lMpoBepbTe, C KaKMMKU OpYyrMMn camTamu CBA3aH coumanbHbin cepBuc Bawero pebeHka.
CtpaHunykmn Bawero pebeHka MoryT 6biTb 6e3onacHbiMK, HO MOFYT U cCoAepXaTb CCbISIKA Ha
HexxenaTesibHble W OnacHble caunTbl (Hanpumep, MOPHOCAWT, WM CaWT, Ha KOTOPOM Apyr
ynoMuHaeT Homep coToBoro TenedoHa Bawero pebeHka nnmn Baw gomawHun agpec)

4. Toowpsante Bawwux geten coobwatb 060 BCEM CTPaHHOM WNU OTTalKMBAKOLWEM U He
CMULLKOM OCTPO pearvpynte, Korga OHW 3TO AenarwT (M3-3a onaceHus noTepsaTb AOCTYyn K
WHTepHeTy aeTtn He roBopAT poauTensam o npobnemax, a Takke MOryT Ha4aTb MCMNOMb30BaTb
WHTepHeT BHe AOMa U LUKOSbI).

5. byabTe B Kypce ceTeBown XusHu Bawero pebeHka. WHTepecynTecb, KTO UX ApYy3bs B
WHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU APY3bSMU.

BospacTt o1 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcss MOCeTUTb Te€ WM WHble CanTbl, @ BO3MOXHO W 4aThl,
paspeLleHne Ha noceLleHne KOTOpbIX OH He nony4yun 6bl OT poauTtenen. Noatomy poguTensm
ocobeHHO rnonesHbl ByayT Te OoT4eTbl, KOTopble MNpefoCTaBnalTCsa nporpaMmMamu  no
orpaHuyeHuo ucnonb3oBaHusa WIHTepHeTa, T.e. PoanTenbCkuM KOHTPONb UMM TO, YTO Bbl
CMOXeTe yBUAETb BO BpEMEHHbIX (pannax. B pesynbtate, y pebeHka He ByaeT oLyLeHus, 4Tto
3a HMM BeOeTCs NMOCTOSHHbIA KOHTPOMb, OAHAKO, poauTenu ByayT no-npexHeMy 3HaTb, Kakue
caunTbl nocewaet nx pedbeHok. [letn B JaHHOM Bo3pacTte obnagatoT CUsibHbIM YyBCTBOM CEMbMW,
OHW OOBEp4YMBbLI U HE COMHeBalTCa B aBToputeTax. OHM nobaT urpatb B CeTEBbIE UMPbl U
nyTewecreoBaTb N0 VHTEpHeTY, UCNOMb3ys ANEKTPOHHYI0 MOYTY, 3aX04MTb Ha CanTbl U YaThbl,
He peKoMeHOOBaHHbIe POAUTENSMMU.

CoBeTbl N0 6e3onacHocTn B ceTn VIHTepHeT anda aeten 7 - 8 net

1. Co3sganTe CnMCoK AOMalLHMX NpaBun noceweHunsa MHTepHeTa npy ydactum geten n tpebynte
ero BbINOJSTHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHUss BPEMEHHbIX HOPM HaxoXaeHus 3a
KomnbtoTepoM. [Mokaxute pebeHky, 4yto Bbl HabniogaeTe 3a HUM He noTomy 4to Bam 310
XoyeTcs, a noTomy 4To Bbl 6ecnokontechb 0 ero 6e30nacHOCTM 1 BCeraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknwoyeHnem K WHTepHeTy OOMKEeH HaxoamTbCa B oOLien KoMHaTe nojg
NPUCMOTPOM poauTenen.

4. Vicnonb3ynTte cneuuyanbHble 4eTCKMe NOUCKOBbIE MALLWHBI.

5. Wcnonb3ynte cpeactBa OMNOKMPOBaHUA HeXenaTenbHOro KOHTEHTa Kak [OOMOSIHEHME K
cTaHgapTHOMYy PoauTernbCckoMy KOHTPOSHO.

6. Co3gante ceMenHbI 3NEKTPOHHbIN AWMK, YTOObI HE NO3BONUTL AETSAM UMETb COOCTBEHHbIE
agpeca.

7. bnokupynte p[octyn K caWtam C OGecnnaTtHbiMM  MOYTOBbIMM  SLUMKAMM C  MOMOLLbIO
COOTBETCTBYHLLEro NporpaMmMHoro obecrneyeHus.

8. MNpuyunte geten cosetoBaTbCca ¢ Bamu nepea onybnukoBaHnem kakom-nmbo nHdpopmauun
cpeacTBaMu 3NeKTPOHHOW MOYTbl, YaTOB, PEMMCTPALMOHHLIX OPM U Npodounnen.

9. Hayuute geten He 3arpyxaTb dainbl, NporpaMmMbl UM My3blKy 6e3 BalLero cornacus.

10. He paspewante getsiMm ncnonb3oBaTth CNy6bl MTHOBEHHOrO 06mMeHa coobLEeHNSIMA.

11. B "Genbin" cnncok canToB, pas3pelleHHbIX Af1S MOCELLEeHUsl, BHOCUTE TOMbKO CanTbl C
XopoLuen penytaumen.

12. He 3abbiBanTe GecepoBath ¢ AeTbMu 06 MX Apy3bsx B MHTepHeTe, kak ecnu Obl peyb Lwna
O pY3bsX B peanbHON XNU3HMU.

13. He genawnte "taby" n3 BONpPOCOB NOMIOBOW XW3HW, TaK Kak B IHTepHeTe AeTn MOryT ferko
HaTKHYTbCS Ha NopHorpaduio unu canTol "onNsa B3pochnbIxX”.

14. MNpuyunte Bawero pebeHka coobwaTb BaM O nobbIxX yrpo3ax unu TpeBorax, CBA3aHHbIX C
NHTepHeToM. OcTaBanTeCb CMOKOMHBIMW N HAMOMHUTE OETSAM, YTO OHU B 6e30MacHOCTH, ecrnu
camu pacckasanu Bam O cBoux TpeBorax. [loxBanute nx n nocoBeTymuTe NogoOWTU elle pas B
nogobHbIX cryvasax.

Boapact geteun ot 9 oo 12 net

B paHHOM BO3pacTe [eTu, Kak MpaBuro, YXe HacnbllwaHbl O TOM, Kakad uHdopmauums
cywectsyeT B VIHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHW XOTAT 3TO YBUAETb, NPOYECTb,
ycnbiwatb. [1pyn 3TOM HY)XHO MOMHWUTb, YTO AOCTYN K HexenaTerbHbIM MaTtepuanam MOXHO
nerko 3abnoknpoBaTtb Npy NOMOLLM cpeacTB PoaMTenbCckoro KOHTPOns.



CoBeTbl No 6e3onacHocTn Ana geten ot 9 no 12 net

1. Co3ganTe cnMCOK JOMAaLLHUX NpaBun nocewleHns VIHTepHeT npu yyactum geten n Tpebynte
ero BbIMNOJSTHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOPM HaXOXKAEHNS 3a KOMMbIOTEPOM.

3. Habniwopante 3a pebeHkoM npu paboTe 3a KOMMbOTEPOM, MOKaXute emy, 4Tto Bbl
BGecnokouTecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl OKazaTb €My MOMOLLb.

4. KomnbloTep C noakntoveHnem B VHTepHeT [OorKeH HaxoauTbCcs B oblien KoMHaTe nopg
NPUCMOTPOM poauTenen.

5. Wcnonb3ynte cpeactBa OGrOKMPOBaHUS HEXenaTenbHOro KOHTEHTa KakK AOMOSIHEHME K
cTaHgapTHOMYy PoauTenbCkoMy KOHTPOSHO.

6. He 3abbiBanTe npuvHMMaTb HENnocpeacTBEHHOE yyacTue B XM3HM pebeHka, 6ecepoBaTtb C
AetbMu 06 nx apysbsax B IHTepHeTe.

7. HactamBante, 4TOObl OE€TU HWKOrAa He corfawanucb Ha fUYHble BCTPEYM C OpY3bAMU MO
NHTepHerTy.

8. lNo3BonanTe AeTsaMm 3axoauTb TOMNbKO Ha canTbl M3 "Genoro" cnvcka, KOTOpbIN co3ganTe
BMECTE C HUMW.

9. lMNpuyunte geten HUKorga He BblAaBaTb JIMYHYKO MHGOPMAaUUKO CpencTBaMU 3SIEKTPOHHOMU
MoYTbl, YAaTOB, CUCTEM MIHOBEHHOrO 0OMeHa COOBLLEHNAMU, PErMCTPALMOHHBIX (POPM, NNYHBIX
npodounen n npu perncTpaumm Ha KoHKypcol B IHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO
OHW MOTYT CIlyYalWHO 3arpysntb BUPYCbl WX OPYroe HexenaTtenbHoe MporpaMMHoe
obecneyeHue.

11. Co3pante Bawwemy pebeHKy orpaHMYeHHY y4eTHYH0 3anncb Ans paboTbl Ha KOMMboTepe.
12. MNpuyunte Bawero pebeHka coobwaTb BaM O nobbIX yrpo3ax unu TpeBorax, CBA3aHHbIX C
WNHTepHeTOM. HanomHuTe getsM, 4TO OHM B ©Ge3onacHOCTW, ecrnv camu pacckasanu Bam O
CBOMIX TpeBOrax 1 onaceHusix.

13. Pacckaxunte getsm o nopHorpadgun B IHTepHeTe.

14. HactamBante Ha TOM, 4YTOObl AeTW NpefoCTaBnAsAM BaM AOCTYN K CBOEW 3NEKTPOHHOM
noyrte, 4tobbl Bbl y6eaMnnch, YTO OHM He 0BLLalTCa C HE3HAKOMLaMM.

15. O6bsAcHUTE OgeTaM, YTO Hemnb3sA UCMNONb30oBaTb CETb ANS XYNUraHCTBa, PacnpoCTpaHeHUs
CrnneTeH WUnu yrpos.

Boapact geteun ot 13 go 17 net

B aTOoM BO3pacTe nOAPOCTKM aKTUBHO WCMOSb3YHOT MOMUCKOBbIE MallUMHbI, MOMb3YHTCS
9NEKTPOHHOM MOYTON, cnyxb6amm MrHOBeHHOro obmeHa cooBLeHNAMM, CKaunmBatoT MYy3bIKy Y
dunbmbl. Manbyvkam B 3TOM Bo3pacTe 6onblue Mo HpaBy CMeTaTb BCE OrpaHuUYeHus, OHU
XaxgyT rpyboro tomMopa, asapTHbIX Urp, KapTMHOK "ans B3pocnbix". [JeBoykn npegnovvrtatoT
obwaTtbca B 4artax, Npu 3TOM OHW ropa3go ©Gonee 4YyBCTBUTENbHbI K CeEKCyallbHbIM
AomoraTensctBam B VIHTepHeTe.

3avacTyo B aHHOM BO3pacTe poAUTENsM YyXe BeCbMa CITIOXHO KOHTPONMpoBaTb CBOUX AeTen,
Tak kak 06 VIHTepHeTe OHU yxXe 3HatloT 3HaunTenbHO 6onblle CBOMX poauTenen. Tem He MeHee,
He oTnyckanTe pgeten B "cBobogHoe nnaBaHuve" no WIHTepHeTy. CTapanTecb akTUBHO
yyacTBoBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy ctporo cobniogatb npasuna WHTepHeT-6e3onacHoOCTM - cornawleHve
mMexay poautensMm n getbMu. Kpome TOoro, HeO6XOAMMO Kak MOXHO Yalle npocMaTtpuBaTb
oT4yeTbl O pJeatenbHoct peten B WHTepHeTe. CnegyeTr o6paTuTb BHUMaHue Ha
HeobXo4MMOCTb Coaep)KaHUA POAUTENBbCKMX naponen (naponen agMMHUCTPaATOPOB) B CTPOroM
cekpeTe u 0bpaTUTb BHUMaHUE Ha CTPOroCTb 3TUX Naporien.

CoBeTbl No 6e3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTte CNUCOK AOMALLUHMX MpaBusl nocelleHns MHTepHeTa npu ydacTum NOOpPOCTKOB U
Tpebynte 6Ge3ycnoBHOro ero BbiNofnHeHust. ObroBopute C pebGeHKOM CAMCOK 3anpeLLeHHbIX
cantoB ("4yepHbln cnmcok"), 4Yacbl paboTbl B VIHTEpHeTe, PyKOBOACTBO MO O6OWEeHuO B
WHTepHeTe (B TOM Yncre B YaTax).

2. KomnbtloTep ¢ noakntoyeHnem K cetn VIHTepHeT QOMKEH HaxoaMTbCsa B OOLLEN KOMHATE.

3. He 3abbiBante 6ecenoBaTtb C geTbMu 06 nx apy3bax B IHTEpHETE, O TOM, YEM OHW 3aHSATbI
Takum obpasom, ByaTO peyb naeT O Apy3bsx B peanbHOM Xu3Hu. CnpawwmBanTte O noasx, C
KOTOpbIMM AeTn obLiatoTcsa nocpeCcTBOM CryX0 MrHOBEHHOro obmeHa coobLieHnamu, YTobbl
y6eanTbCs, Y4TO 9TU NAN UM 3HAKOMBI.



4. Ncnonb3ynte cpeactBa OMOKAMPOBAHUA HeXernaTenbHOro KOHTEHTa KakK [OOMOSfIHEHME K
cTaHgapTHOMY PoauTernbCKOMY KOHTPOSHO.

5. Heobxoanmo 3HaTb, Kakmmu 4Yatamu nonb3ytoTca Bawm getu. lNMoowpante Mcnonb3oBaHue
MOAEPVPYEMbIX YaTOB M HacTamBanTe, YTOObI 4eTK He o6Lannuck B NPMBaTHOM peXUME.

6. HactamBante Ha TOM, 4YTODObI O€TU HUKOr4a He BCTpevanucb NIMYHO C APY3bSMU U3 CeTu
NHTepHeT.

7. Tlpnyynte pgeten He BblgaBaTb CBOK JNYHYO WMHAOPMAaLMIO CpeacTBamMu 3SIEKTPOHHOM
MoYTbl, YAaTOB, CUCTEM MIHOBEHHOrO 0OOMeHa COOBLLEHNAMU, PEMMCTPALMOHHBIX (POPM, NNYHBIX
npodounen n npu perncTpaumm Ha KoHKypcol B MIHTepHeTe.

8. MNpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspewenus. O6bsaCHUTE UM, YTO
OHW MOTYT CIlyYaWHO 3arpysntb BUPYCbl WX OPYroe HexenaTtenbHoe MporpaMMHoe
obecneyeHue.

9. MpuyunTte Bawero pebeHka coobwate Bam O MObObIX yrpo3ax UM TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4to OoHM B 6e30MmacHOCTWU, ecnv caMum pacckasanu Bam, O
CBOMX Yyrposax unu tpesorax. [loxBanute ux M nocoBeTynTe NoONTWU elle pa3 B NOAOOHbIX
cny4yasx.

10. Pacckaxute getam o nopHorpadum B NHTepHeTe. [Nomornte nm 3awututbCca OT cnama.
Hay4nte nogpocTkoB He BblgaBaTb B VIHTepHeTe CBOEro peanbHOro 3reKTpOHHOro agpeca, He
OoTBeYaTb Ha HexenaTternbHble NMMCbMa U UCNOSb30BaTh creuunarbHble NOYTOBble PUNBLTPLI.

11. MNpuyunte ceba 3HAKOMUTBLCH C CanTamu, KOTOpble NOCeLLaoT NOAPOCTKM.

12. Hayunte geten yBaxaTb OpYrMx B MHTepHeTe. Y6eauTecb, Y4TO OHWM 3HAKT O TOM, 4TO
npasusia XopoLlero noBeaeHust AeNCTBYIOT Be3e - JaXe B BUPTyasribHOM MUpe.

13. O6bACHUTE OeTAM, YTO HM B KOEM Ccriydae Hemnb3s ucnonb3oBatb CeTb ANS XynMraHcTsea,
pacrnpocTpaHeHusi CNNeTeH Unn yrpo3 Apyrum Noasm.

14. ObcyguTte € nogpocTkamu npobrnembl ceTeBblX as3apTHbIX UMP U UX BO3MOXHbIA PUCK.
HanomHuTe, 4TO AeTn He MOryT urpaTb B 3TU UrPbl COMNACHO 3aKOHY.

MOCTOSAHHO KOHTpONUPYMTE Ucnonb3oBaHne MHTepHeTa Bawmm pebeHkom! OTo He HapyLueHne
€ro NIMYHOro NPOCTPaHCTBa, a Mepa NPeaoCTOPOXHOCTM U nposaBneHne Balwuen poauTtenbckomn
OTBETCTBEHHOCTU 1 3a00ThI.



